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1. Purpose & Scope

This document is the official annual audit report of the Automated License Plate Reader (ALPR)
system, prepared in compliance with the Department’s Lexipol Policy 426 and aligned with
comparable reporting by other California agencies. The report aims to ensure transparency,
accountability, and public trust by summarizing system use, compliance, and findings.

5 What is ALPR?

Automated License Plate Readers (ALPRs) are cameras that capture license plate numbers to help
police:

e Prevent/Reduce Crime

e Locate missing/at risk persons

e Locate wanted suspects/fugitives
e Support ongoing investigations

e Recover stolen vehicles

Why Do We Audit?

2. Data Retention & Purging

Lexipol Policy 426.5 mandates deletion of data after 30 days, barring retention for active
investigations or legal preservation. ALPR data used in active investigations is retained only as
permitted under state and federal laws and departmental retention schedules. In accordance with
California law, ALPR data that is not evidence may not be retained beyond 30 days, and data
retention must be documented clearly. Under Civil Code § 1798.90.5 et seq. (adopted under
SB 34), agencies must maintain ALPR usage and privacy policies, including retention and
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deletion procedures SB 274 (2025) would further require annual audits by the Department of
Justice and limit retention and location-based collection of ALPR data. By California law (Civil
Code §1798.90.5 et seq.), police must review, and report ALPR use annually. This ensures:

o Accountability — only lawful police use
e 1+ Privacy protection — automatic deletion of data not linked to a case
e u} Transparency — keeping the community informed

sl 2024-2025 Audit Results
3. Audit Methodology & Findings
3.1 Method

¢ A random sample of 10 ALPR “detection browsing inquiries” from the audit period was
selected, in line with the sampling approach used by other departments.

e FEach inquiry was examined for policy compliance, inclusion of a case number or
incident identifier, and appropriate usage rationale.

3.2 Results

e All 10 sampled inquiries were consistent with Lexipol Policy 426.6(¢) and supported
by valid case numbers and approved investigative purposes.

e No errors, violations, or misuse were discovered.

e No staff access or usage violations were identified.

e All inquiries complied with “lawful purpose,” “need to know,” and “right to know”
standards as outlined in California ALPR guidance

e No misuse detected

e Retention rules followed: all non-investigative data deleted after 30 days

How Long is Data Kept?
4. Retention Schedule

e 30 Days Maximum — deleted if not linked to a case
e Investigations — retained only as long as evidence rules require
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[C) Legal Reference

5. Key Legal & Policy Standards

These bullet points cite applicable California laws and privacy best practices:

Civil Code § 1798.90.5 et seq. Agencies must institute usage and privacy policies
specifying retention, destruction, access controls, and auditing of ALPR data.

SB 274 (2025) Introduces enhanced safeguards, including DOJ oversight, employee
access controls (e.g., supervisory approval, authentication, search logging), more
specific retention limits, and geofence restrictions at sensitive sites.

AB 1463 (2023 proposal) — Would have required purging of non-hot-list matches
within 30 days and audit of searches, and restrict sharing of ALPR data, particularly
across state lines.

California ALPR FAQs / NCRIC guidance — ALPR data retention in CA varies
between 60 days to 5years; agencies must conduct system audits, verify plate
characters visually, restrict data sharing to lawful purposes, exclude federal
immigration enforcement, and avoid collecting geolocation at sensitive locations.

O Community Safeguards

Access restricted to trained officers only

Every search is logged and reviewed

Data not shared for immigration enforcement or personal surveillance

Cameras are not used to monitor lawful activities (e.g., places of worship, medical
visits, political events)
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